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At a l.o tor dato a raore detailed interrogation was 



■ 



held with "ft 11 and a step -by- stop account of the German 
solution of M-209J»e3sages\containii^ like Indlcatots was 
studied* The following analysis should Impress the serious 
ness of this violation. 



■. ■ 



For oxnrqplet The following two mesaagea • 



\ 



M3g*#l GGRXL JCKIY QSYLT NDOBR CTUXM KDdRN NKISO LENVU etc 

Msg ##2 GGRXL JCKIY L&RUX OMDEK JYLSQ JSIRN ZEWLO BS1PJ «tc 



* 



and so on fot sixty or more letters of cipher text, (This has 
been done with as few as forty but a considerable amount of 




wan. encountered). 



Let It be assumed that 



somewhere 





is contained In the 
3ition of this word 



in the message obtain fi deep sheet of data paper about 
blocks in width and lay-out a plain alphabet serosa 





top 

adding extra letters for high frequencies such as E f T, B, If, 



0 f Z f end etc, eta* 



i.e. 



ABGDKKEPGHI I JKLMNIIOOPP g-RSTTUV^XYZZZ 





s the 



rr 




It ?;ill hardly be likely that this particular ©ssurp 



fclon will be found In the first few groups but fir the sake 
of thorwujL^hnoa s bi/gln at "4" in the third group (First group 

■ 

of cipher text), ^ith two strips, one n plain alphabet end 
on© q reverse alphabet, slide one against the other until 



rDT-T" \DE TO: 

ft A n " t m 



A 



is over lt ^ tt JP which conversely makes "I" (First letter of 



e ip ne 








to "F". On the "Tible" under 






r- r 
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(F^rt tto) P»fi© two 

i 



■ 



the plain alphabet construct a simile r continuity of letters 
but this time bog in with "F lf undwr "a" end reflating letters 



falling tinder repeating letters in th^j original plain alph 




a- X YZ ZZ 

HilllJJ JK.LM » ; J GP J;K3 S PT U U V*XY Y ZABC D bi jtiS 





, a a staining "A" equals "3* ( Snd letter of cipher 
of nzsg* Ifo. 1) then conversely n G n (2nd ltr* of cipher 



text of msg, #2,) equals n il 1t « 

■ 

Add this to tho "T^blo" in the sane manor* I.e. 



ABGDSEEPG HI I JKLMHNO OPP GRSTTU VWXY22Z 



PGK I J J JK LM NHO p <4R S3TT JUV'fXYY Z A BC DislSE 

P NOP ^(iRSTUUV;nCYZZA A BBCDEPPG1 II JK LLL 

Continue repeating this process throughout the two 
essnges( or at least twelve or fifteen groups) « Upon com- 



pletion of the "Table* cut it into stripe vertically which will 



provide a strip for each letter of the alphabet end extra strips 
foti the high frequency letters* 

Whst has been accomplished thus far is a set of strips 




th^t can be used to test any assumption thro 
and more than that* establish the exact location IflXSM 




«fUUUl3M of the word assumed in the first message and the word 
or word-part XMX%ll«XXfti£a»ei:(K«a«ilglI uncovered in the second 



JBfl 




To operate these strips en assumed word is spelled 



diagonally upward and to the ri L ;ht usin^; the letters held- 
ing each atrip, i,e. To try ZPABENZ t^ke « strip headed 



W Z" imd to the right of It anl one block upwards place tho r. 



o r? f% r t 
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strip headed t w.ith tho letter B P W * to the right of these two ft 

one more block upwards place the strip headed with the 
letter W A W and so on to the f in/i 1 w z l# * Now, scrutinize 
horizontally down through the block of letters, that ho a beon 



famed, ec arching for pl^in text* A word or word-part will 
appear if ZPARENZ is in the first message* (If no plain text 
appears try other assumptions including enciphered n z ,s * at 

-» • i f t ■ . mc tmr c ■ ■ ^. = r. - *m> m a <mwi mm mam u am 

the end*) On the first strip begin with the second letter from 



tho top and count down to the line containing what 



to bo plain text* i*e. LERYZFI 




oar a 





-ftt a point twenty 



two Unas below thvr plain alphabet. The next step will 





place this assumed wo 



s 



■ 




the recovered word-part in th 




respective positions ebove end below the two lines of cipher 

mm hm m 



text 



1.9, 



ZPAR ENZ 

GGRXL JCKIY QSYLT IJDOBR CTUXM KDURW K3IS0 tENVtf ETC* Vsg.fl. 
GORXL JCKIY LGRBX UWDEK JYLSQ JSIRH3S2$&&0 BEIFJ ETC, Msg. £2 

ZARTI £ ***RR Z 

to 

Complete the word-part in both directions end v/i 
this added Information slide the t^o alphabets obtaining more 
plain text in the first massage which will be alternately used 

in determining more pl ain text in tho second ne^an^e* Contin**- 




iny 




s procedure 




eventually establish all the plain 



text of both messages. 




this 




text and cioher text 




it is a simple matter to reconstruct the pin and lug settings* 
Reference was made of a group who aped ill zed in regaining 

aba o lute settings and who required approximately t^o diys 
for this operation* There is reason to doubt this amount of 




timo being necessary* 





I 




(port Two) pago pour 



■ 



■ 

SQfaraa lf G" was Informed, this was the only entry 
to traffic! .Jet on the other hand the statement 



^as made,* Wore W-209 traffic waa read than we realised* 




more 



Since n 

violation it seems hfirdly likely that the enemy could 
achieve results over our estimation with this as 





entry. "G n definitely at i ted that no results were 
obtained through attacking single rcosaages. It is dlff 
icult to believe that the* enemy has not discovered* and 

only one message 



put to use. other 



: 




violatioaa. 




Reference waa made to a cryptogrophie section 

ll r ' r 

in the Foreign Office in Berlin but no information was 



ever obtained as to the activities of this organization, 

■ 

Here there is food for thought. 



■ 



■ 
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Turning to -the eryr: tana lytic 






3 tic" during his aerrf.ce in the 

it vjas learned tt»t hia work, although not of the hi His at relative 
plane f was of sufficient bearing to bo extrcoaly helpful in deterndnlns the ex- 
tent of eneny activity against allied occnunicatl^ris* 



Following' th# coT^lotion of the usual prelijninaTy courses in crypto- 
graphy ana c^tanalysis (one of Fletcher Pratt's bocks on crypfcanaysio wa 
a 3 a text aid possibly furnished tha basis for the curriculum) bis first woric 




FortufjufiDe f and Bmsilian 







The systeos used wore the 



w&ft readable. Included in thio 



Code No* 5) » This a/stem van later 



typo ai^ the mjority of BradLlinn traffic 





waa a system indixed as E05 (Enclisil 



to as the 3X-IK3C aril was as^ped to 




1m a reotsngle 5x12 ur[xin which code values written in cells looatod through 
dia^praphio coordinates allied first at the top and than at the tot tan, Tlio 
Slidax" easily aid regulary solvocU "ff* felt that this yielded a canaid- 
erable amount of vslxsable intelligence particulaMy as to bombing and artlllnry 





tiise later n C" wis returned to Berlin for additional training 



vriiere he studied tb: iteration of the liri -olin ?:a~:rinc* 




Burins w» Indefinite period 11 G" worked on an American atrip fljy&tcoi 
f ran Iceland ard the Caribbean ami Twenty fire strips j which remaine 1 



the same, we re used with their order clianging 




As well as could be cx 



plairad a grou^ of otiarts were 




red (possibly qynqptic tables), lettered 



qcroaa the top with a plain alphabet and numbered dovm the side fro* one +# twenty 
five, Attempts to break these iscj^ifflM often Dot with success through aseuains 
the fir#t word -which tc\3 u3mU;r "Bequest" and obtaining thft daily kerf. Later 
developments resulted in the use of I*D#M* caids for the purpose of elictlratins 
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and iiere 



charts. Host of the cessans proved to be practice 

■ 

son of tlie fact that the vtotA "practice* was 
therein. There ma no kncwledge of the strips having ever be<m captured, however t 










obstructed "by two other members of the staff (stalriberg and Luziu^) 



Although ci^taiialyycall" " vmiraportaiit an occaision^l litoral key wna recovered for 



tL^u^cneiit f one in 




was raeicaibored as reading , 11 Join the Kavy and See 





Approaching more current activities brought about the discussion of tha 
Division Field Code wtrcro mention tos Made of a version niniecn or twenty one 
having been captured* fids material in tiie crva^^m hards ttab useful in solving 



■ 



sub&cqpant *D,?*C , s«" This York covered tforth African traffic intercepted at 



Tacrine j Sicily* Tlie f iguri D*F*C* 




auffiaiantly secure, however the litait 



m P 



at ion of the literal version of tta code enabled reading it* A 




e 






of 




help ma a message which rend, Tiraw supplies at 




Thu rtt:e of the location inserted by the use of upeller groups. The word length 
enabled the identification of the area and me a start in the reconstruction of 
the speller values* It discovered that triicn the D«?X* t?as enciphered it 

i ■ 

done "by polyalphabetic substitution using a reciprocal alphabet with a period 

always the multiple of four* It was felt by "G" and his associates 
it win a gmve iiiistrike to hwo these 



s 







Othor work on code traffic ii^lui^i the Air Transport in Africa M 
which wis salved* It "oas a two digit cede not taxed with plain text* Chamo- 



teri sties rare: t3it- k value 12 introduced figured the valus l j5 introduce*.! speller 



group 3 j the word ACCRA f^quontly appearred and early 1943 traffic consisted 
costly of tmnflpcrtatioa of i ersonael* One mjssase nas recalled aa having at^ted, 



"i&ttcnd ail courtesy to I.Irs* EoArthur 11 * 




Jhe Btitish ITer Office Cods (w.O.C # ) una reconstructed eEyptanalytic 



ally And read until tlie code *fa,s captured in Africa, A Doctor Liedtko wo 
for ever a year to breofc the superseding system but 1^3 unsuccessful* 




There nasa ccciprtnlccd unonclphcred US five-letter two part coda 
(AG 1) a till being read when 9 Q n left Berlin, 



■ 



Iq 1940 enciphered messages of the French I&i^U^lbiohino (ftef erred to 
as C-36)ji ticra solved as a result of alnost all mos^g&s besinnina frith * refer 1 *. 
It wie concluded that this machine hid fixed lugs and the kicks were alnaya 1 f 2 f 



4 1 B t and 10* These internal settings werg only chinked eveiy feu months ani 
viwn tltey iwre the f irat traffic under the net* key would be sent to Berlin by 



i i 



curler where solution ras achieved within 48 hours* 



I ■ n i « 



Questioning the encu}y f s activities en the brought tie intei-e^ 




tion tap to the core recent ace tfip^slr^nts and developments* Insofar a? 

knew, them ted been no success with tide device while in Berlin and it was 
not until the fall of 1943 that the first break cane frcra the result of e 

lytic efforts* l;iwcvor ( in June of 1943 & key list of the current month was 
captured in Sicily resulting in the reading of ell H-209 messages In the key 

■ 

that period. Apparently the loss had never been reported. One year later, 




6th June 1944- the keys for the 6th, 7th, 3th, 9 th, 10th, nnd 11th tctc 

■ 

raptured and all pertaining traffic read* 



The violation of mcv&Mzr that finally fpvo tlie erauy their entry te 
our traffic exyptanalytically was Lteas^c^ of identical indicators « Althpu^ 




having b en done with less, messages of fiO or more letters of ciptier text and like 

ore co^ild be solved h/ two rten in a ceu^^le of hours* Strips were prepared 
by working em laesaa^e arjpdnst tin? otWr trfiile pushing through arl a^suoed word, 
"SPAKESC" ma uoed to a grtjat extent ami almost aimiys use the openinG As 
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m& located the rust of trie two no 3 sagos 




ooon as the position of this 

■9 

fell apart qui to readily. The pin and lyg 3et-up « then sent to another 
nho sstabliahed the absolute selings. This final operation tos reported to require 
on the anremcoi tro &tys. There wis another iwthod of rec entrusting the absolute 
set tine in a f«f hours, ±hrou£h the use of on indicator frca the third pastas® under 



4 t="gi* ■ 



certain eenditinna Trhich "G" raie umbla to 




clear. There tios 





in May when the Indicators ware found on nine consecutive days ar*i all trafffc 



ma 




f or tight of those days. 



It "was "G-'s 




that isoro 11- 




t raffle to& being read than nas 



iLia^lncdj this vraa due to breaches of security and not the 

■ 

hcT*evw # consldoriAg African traffic as a mtiolej that 
we probably anticipated. 




top* Mo felt 1 




success vac 





. 1. 



Ccetnleic failure was encountered in attempts on the US "ill* Machine 



and American transposition 




* 



In re<yird to the letter, three rase^agos of 



identical length in the same key wsre isiauceessftilly lodped for as this tos the 
break in the Brazil Ian traffic. 



"G* know of another cryptographic sec ~ioa in the Foreign Offices but 
Tsas imaware of tSie nature of the work perfemed by t "lis organization. ■ 



This prisoner aoofce excellant English and most of his inf omit ion 
™s precise and clear j however, he did hive 40c .s© difficulty uitti technical 
Geman ciyptocmphic terms. He ma fully cooperative and assiered all qijestions 
freely ***** with apparent bona sty* ^liifl eoojremtion ttcis not incited by the belief 
that German/ hid ne chance? of -nirLiin^- thj war and thai tte sooner it to 3 over 



tlirt better, 



Dnniel Schnable, Jr» F.F*G. 
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RESULTS ELS I RED: Tu t''+ J LOY THE V. I Til ST MLER fcfcCUHlTY 

uF Ihl CNE-T |v£-P« 

PRUCE *.LWE J 

A. PIN SETTINGS fcHOULE 8E CONf-T ^OEJ: r lHt USUAL 

U^S 1,41. Tht MUUllER *CTIV€ ANL/OR IN ALT (Vfe PI MS 
SHLiuLr NOT taEtitD t®t CR FALL BELO'.T WiQt Tl* N UV2J L H Oh PINS 
CM IhE RESPECTIVE irHfcELS. 

■ ■ 

S. LUG SETTINGS EHQULt ALSO FALL WITHIN THE P1T3E- 
£Cftl»EP LIMITATIONS WITH EXCEPTION OF Xhk PHCPtfU&AL TO 
LifTAQiLlSH TttO HIGH KICK WHEELS RATHlR THAN THE CONVENTIONAL 
ONE* |.e* CONTINUE UNEER Tit REQUIREMENTS OF OBTAINING. 
AMY TOTAL FROM ONE Ttf Tvtt'HY SEVEN THRWGH Tl-C VARIOUS 
COMB I MAT I ON S OF LUQ SETTINGS- THIS OF COURSE wtLL REt-UCA, 
Tl-E NL f -.MEH U~ lO^&ISILITIES FOH VARIED SET-UPS BUT SIKJU.D 
BE UF LfTTLE CONSEQUENCE In T>t FACE UF THE ACTED SECUHHY* 
{ SEE PLATE ONE) 

C. AyyuvrTO X f Y* AND Z HANTS |NJj(V|£UAL SLUVRITY 
lvh£N Ufi A'UN I CAT I NU ttHH A, B, tt # D p E t ANE F WlTHDUT THE 
NECESSITY UK CARRYING INSTRUCTIONS ON FURTHER CHARGES OF 
PIN AMI LUG SET-UPS OR TIME CONSUVIMQ ALTERATIONS THE 
FOLLOWING IS PROPOSED* { SEE PLATE TliO ) 

D. THE FIRST OPERATION, IN AMY EVENT p WILL BE TO 
OBTAIN AI2 INTERNAL 1 Ml: I CAT OR I N THE ClETOVAflY MAHER ANI> 
INSERT IT IN m MACHINE ft I TH TIC COUNTER AT ZERO* FOR ALL 
MESSAGES E^B^TtMG FRGtl "Xf THE \\ HEELS ^ N LL BE ADVANCED AS 
A GROUP TO A POINT WHERE THE COUNTER REALS I IB; FROM *Y" 
TIC TfHEELi: ? ILL BE AEVANCED UNTIL THE COUNTER REAES 220; 
AMD FROM »Z* Tl€ VHE t L£ *ILL BE AEVANCEE UNTIL Tt£ COUNTER 

E* AS X,Y # ANL Z WAS NUMBERED 1* 2, AND 3 f LlKE»tSE 

-^MCHER a to f as bei p ;g nuvbered frqv i to 6 respecti VILY. 

IF K IS T!) COMMUNICATE WITH C £ NUMBER 5> HI ti ILL Fltt: "i 
ROTATE THE WHEELS, AS A CRCUf 1 , UKTIL THE I NCI CAT ZH ttAES 
1*0; THEN ADVANCE I HE FIRST EEt£EUp(26 EHEEL) St TOIL Y T HR-Ic 
PCSITIONSsAEVA iiCE HC NEXT WHEEL ^25 Vk'^CEL) SINGL* FOUR 
POSITIONS; AWANLE T^C NEXT lICtL «HE£L) SINGLY FIVE 
MStTli/NSj ALVAMCE T*£ NEXT WHEEL (21 HHCEL) SINGLY SIX 
POSITIONS; ADVANCE THE NEXT WHEEL {19 WHEEL) SIWLY OWE 
PCS I f AMD FINALLY T*C SIXTH OR LAST ftl£EL (17 ?<t£LL) 

Vm POSITIONS. THE MACHINE IS NG,Y RE AlY FOR ENCIPHERING. 
IN EACH IN'TANCE, AFTER THE -HEELS AS A GROUP HAVE BELN 
SET AT 1 1 0 f OH 310, EEPEfJEIJJG UPON tHHOM IS SENDING, 

THE ^TH£EL£ TCftLL BE mt I VISUALLY AEVANCED l?l A .-1ANER 
1£T!lR"I?JEE ^Y Tl€ NU 3ER OF THE RECIPIENT. C-O. 
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TIC FOLLOW J NS TAftLE WILL CLARIFY THE INDIVIIUAL «HEtL 
RELETS 



At JUST AS FOLLOWS 
fltfEN CENBIttf to 

11 H ■ g 

♦i * ■ C 




(1) 

(3) 

<3> 



26 ? 

2 
4 



Si 



E ( 

F ( 




! 

I 



6 
1 



21 

5 

6 

1 



12 17 



3 



t 

1 

2 
3 

4 



1 

5 



E 




THIJ ARRANGEMENT OF ALTERING Tb£ SET-UP REqUI^S NO 
ITTEN I N STR UCT 1 0N£ • E ACM AD J UST E NT IS MlEE ACOGRE I NG 
10 THE NUMBER EACH INDIVIDUAL GROUP REPRESENTS AND CAN 

BE EASIJV retained mentally* 

fii HT ANY TIME THAT A PIN AND LUG SET UP MIGHT BE CAPTURE^ 
CURRENT MESSAGES COULD NOT BE EL CIPHERED WITH CUT KNOWLEDGE 
Or THE RESETS; EVEN IN THE EVENT OF THE MANY VIOLATIONS OF 
FECURITY, WHICH GIVE THE ENEMY WTOEB INTO CUR TRAFFIC, 
COULD CRYPT AN ALYT tO ACTIVITY BE OF ANY PR ACT I HAL VALUE 
£|Mt!£ TIC RESETS PREVENT RE CO NET RUCTION OF ANY jADSQLUTE 
SETTINGS THAT WOULD EFFECTIVE AGAINST REAEI NO 
OTHER CROUPS* NETHER WOULD LIKE INDICATORS BE OF A'JY 
UNLESS VIOLATION OCCURtD WITHIN MESSAGES TO ONE S^FIC 
GROUP, SINCE TlrC RESET OPERATION WOULE DESTRY ANY RELATIVITY 
BETWEEN THE TWO* ( SEE PLATE J } 

CONCLUSION? 



MESSAGES TO 




IN CONCLUSIONS TIC TIME ELEMENT, IF CONS I EE REE. IN THIS 
ADDITIONAL AEJUSTJENT WILL REQUIRE APPRO*) MAT ELY TWENTY 
FIVE SECONES* HO VOHE ACCURACY ttLL BE REQUIRED IN THE 
ORIGINAL BET-UI> THAN IN THE CONVENT t UNAL SYSTEM AS THE 
REMETl EO NOT AMPLIFY ERRORS, UlNUTE EHRDRS IN THE PREP- 
ARATION OF THE MACHINE FOft ENMOBEftlNG £0 NjT ALWAYS 
A WEI SAGE UNEEC I PARABLE; NOR TO ANY LESSER EEGR£E *(LL 
THIS BE TRUE Ai A RESULT OF THE RESETS* 




